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Deploying Citrix Cloud XenApp and XenDesktop Service
with Oracle Cloud Infrastructure

Deploying Citrix Cloud Services on Oracle Cloud (also known as
Oracle Cloud Infrastructure or OCI) provides greater agility in
provisioning applications and desktops. Using Oracle Cloud can
supplement resources of on-premises datacenters, allowing IT to
satisfy sudden demand and support rapid geo expansion. This
document guides you through the process of configuring Citrix
XenApp and XenDesktop Cloud Services with Oracle Cloud.

Introduction

Whether your organization is just beginning to adopt the cloud or has already achieved a cloud-
first approach, Citrix Cloud Services meets you where you are in your cloud journey. Citrix Cloud
Services are available to help extend existing on-premises Citrix software deployments, to help
create hybrid workspace services, and to provide simple approaches to consuming cloud-native
technology. By deploying Citrix software as a service, Citrix Cloud Services simplify management
of Citrix technologies. Unify virtual apps, desktops, data, device management, and networking
on any cloud or infrastructure. This integrated approach is the simplest way to securely create
and deliver digital workspaces.

This deployment guide also describes Oracle Cloud Infrastructure concepts and components,
and basic OCl implementation with Citrix Cloud Services. The architecture presented here
delivers Citrix application and hosted shared desktop services to users via Citrix Cloud Services.
It enables a hybrid approach in which organizations can simplify the running of Citrix
management services form on-premise to Citrix Cloud Services and use OCI to deliver cloud-
based XenApp services. In the current release of this solution with OCI, there are some
limitations within Citrix Cloud Services that need to be considered when reviewing the overall
solution.

Oracle Cloud Infrastructure, is Oracle’s second generational cloud infrastructure and was built
from the ground up to be an Enterprise Cloud, equally capable of running traditional multi-
tiered enterprise applications, high-performance workloads, and modern serverless and
container-based architectures

To understand design decisions, this paper describes underlying Oracle Cloud and Citrix Cloud
Services components that are required for a deployment and explains the process for deploying
Citrix Cloud Services with OCI.

The first part of this guide describes the solution architecture. The second part is a “runbook”
that gives specific procedures to install and configure a Proof of concept XenApp deployment on
Oracle Cloud Infrastructure from Citrix Cloud Services.
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Note: All references to Oracle Cloud or OCI in the remainder of this
document refer to Oracle Cloud Infrastructure (OCI)
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Planning a Citrix XenApp Deployment: Design Choices

Runbook: Configuring XenApp and NetScaler Gateway Service in OCI

The remainder of this document will focus on the step-by-step process of setting up and
deploying the system. There are 7 major steps in the overall process:
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1. Create a Citrix Cloud account via the onboarding service and subscribe to the Citrix Cloud
XenApp and XenDesktop Service

2. Create a Oracle account and subscribe to Oracle Cloud Infrastructure

3. Configure OCl Windows infrastructure VMs (Active Directory, Cloud Connectors) , page 4.
4. Prepare the XenApp workload Golden Image, page 14.

5. Create a Machine Catalog using Citrix Studio, page 17.

6. Create a Delivery Group using Citrix Studio, page 22.

7. Configure NetScaler Gateway Service (NGS), page 24.

Step 1: Plan Your Deployment

The first step in an OCl implementation is to create a sizing plan based on specific requirements.
There are different server functions that must be considered in the sizing of OCl resources:
Infrastructure servers, XenApp workload servers. In planning, it’s necessary to consider the
appropriate sizing of each.

Sizing for Infrastructure Server Components

For most deployments, a single OCI Project Plan can host the infrastructure server components
i.e. the Cloud Connectors, Active Directory, Bastion, File Services. To enhance availability, it is
recommended that you deploy pairs of infrastructure instances in different zones with a region.
As Table 3 shows, this results in a total of 7 infrastructure VMs.

Table 1: Infrastructure VMs Required.

Infrastructure Server # VMs required

Citrix Cloud Connectors 2
Active Directory /DHCP/DNS
File Services

Bastion (Remote Host Management)

N R NN

Total

Sizing for Workload Servers

In planning an OCI deployment, it’s necessary to evaluate requirements; classify user types, such
as XenApp hosted shared desktop (HSD) users and virtual desktop (VDI) users; and gauge
application workload requirements for each user type. It's recommended that you perform
some initial proof-of-concept (POC) workload testing to collect performance data to be used in
deployment sizing. Complete the table below for each category of user.

You may need to expand or condense columns in the table depending on how many types of
users you anticipate. Include the expected number of XenApp hosted shared desktop (HSD)
users. Your deployment may feature more than one category of HSD workload (perhaps
simulated with the Login VSI workloads). To accurately size the deployment, complete Table 4
using results from your proof-of-concept testing with representative application workloads.
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Resource

Workload description (e.g., Task Worker, Office Worker, Knowledge Worker)
Workload classification (VDI or HSD)
Expected number of users
Expected IOPS per user
Expected outgoing n/w bandwidth per user
Expected CPU utilization (in cores) per user

Expected memory requirement per user

instance series used
Storage consumption

Expected storage type

Table 2: Workload Characteristics.

User Type #1 User Type #2 User Type #3

Sizing for XenApp HSD Servers

Step 2: Configure OCI Topology

In this step, the administrator creates the required OCI laaS topology, including virtual network
and VMs that will be used with XenApp infrastructure software components.

It’s assumed that the administrator has first created the Oracle account, and has some general
experience with creating VMs in OCI. To configure the laaS topology in OCI for a XenApp
deployment, you must first establish these four prerequisites:

e  Configure Active Directory (AD)
e  Creating VMs for infrastructure servers for Cloud Connectors

Create an OCI Virtual Network

First the administrator should create a virtual network. Each virtual network contains subnets,
each with a defined IP range, and each capable of holding multiple instances and other
resources.
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Instructions Visual

ORACLE" Cloud Infrastructure

Sign in to the Coracle Cloud Infrastructure console

Signing in to cloud tenant:
ptsbm03
Change tenant

Sign in with your Oracle Cloud Infrastructure credentials

USER NAME

PASSWORD

m R

Click the NEt—W‘)rk tab. %ﬁﬁu&v&e @ us-ashburn-1 Home Identty — Compute  Database S:o:g; Audit  Email
Click the IP Network tab in the left pane and then click
IP Networks. Networking Virtual Cloud Networks in CitrixComp Compartment

Click Create IP Network
Create Virtual Cloud Network
Virtual Cloud Networks

—
Dynamic Routing = Displaying 5 Virtual Cloud
Gateways Sortby: | Created Date (Desc) ¢ ot

Customer-Premises

Bauipmeot hyperv-internal CIDR Default Route DNS Created: We
ociD: Block: 192.1 Table: Default Route Domain d, 07 Mar
O prp— 68.0.0/16 Table for hypery- Name:DNS 2018 oo
m o internal isn'tenabled  14:59:58
FastGoract AVALABLE forthisVCN  GMT
DNS
demo-gpu CIDR Default Route DNS Created: Th
DNS Reporting ocip: Block: 10.0.  Table: Default Route  Domain u, 01 Mar
p.hhq St 0.0/16 Table for demo-gpu  Name: 2018 vee
m o demogpu... 18:12:52
) AVALABLE Show aMmT
List Scope gy
Enter the required information: CREATE I COMPANTIENT
CitrixComp o
Name: Enter a name for the IP network. O
IP Address Prefix: choose “create virtual cloud ctxeumet
” s CREATE WATUAL GLOUO NETWORK Y
network plus related resources” for the initial setup. It e e
will also create necessary Internet Gateway, Route Automaticaly sets up a Virtual Gloud Network with access tothe nternet. You can st up
firewall rules Lists to control traffic to your Instances. Al
Tab/e andSubnet. related created in the same Ct the VCN. These actions will
occur:
. . Create Virtual Cloud Network
Click Create Virtual Cloud Network. ! ua e
Jp———

[/ Jr— :
P —

Name: ctx-vnet

CIDR: 10.0.0.018

DNS Label: ctxvnet

DNS Domain Name: chonet.oracleven.com

Create Internet Gateway

Name: Internet Gateway

Update Default Route Table

Add Route Rule: 0.0.0.0/0 - Internet Gateway

Create Subnet

Name: Public Subnet floz-US-ASHBURN-AD-1

Security List- Default Security List

DHCP Options: Default DHCP Options.

GIDR: 10.0.0.0/24; 10.0.0.0 - 10.0.0.255 (256 IP addresses]
Foute Table: Detfault Route Table
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Create and configure Active Directory

Citrix Cloud requires Microsoft Active Directory (AD) for authentication for users and for integration with
the Citrix Cloud Connector and XenApp instances. Before a XenApp VM or Citrix Cloud Connector can be
accessed in a OCl subscription for XenApp, it must successfully authenticate against the OCI AD domain
controller. Repeat the same steps above and create VM for Active Directory.

In addition:
e  Each VM should be joined to the Active Directory Domain instance in OCl with outbound port 443
open to allow access to the Internet.

Create Infrastructure Citrix Cloud VMs

Next, create VMs that will be installed with the required Citrix Cloud components. The Citrix Cloud
Connector serves as a channel for communication between Citrix Cloud and your Resource Locations
enabling cloud management without requiring any complex networking or infrastructure configuration
such as VPNs or IPSec tunnels. The Cloud Connector authenticates and encrypts all communication
between Citrix Cloud and your Resource Locations such as Oracle Cloud Infrastructure. There are no
incoming connections. All connections are established from the Cloud Connector to the cloud. No
communications between the Cloud Connector and Citrix Cloud are inbound. The connections all use the
standard HTTPS port (443) and the TCP protocol. After you have installed the Cloud Connector, there is no
need for any special configuration on the server. This removes all the hassle of managing delivery
infrastructure.

Citrix Cloud requires you install the Citrix Cloud Connector on two machines inside Oracle Cloud
Infrastructure. This ensures continuous availability of your resource location. It enables you to manage
and focus on the resources that provide the value to your end users. The Citrix Cloud Connector is
stateless. All logs and alerts are sent back to Citrix Cloud.

Table 3: VM Creation Settings
VM Name Description Project Name Instance Region

CTX-CC-1 Citrix Cloud Connector

CTX-CC-2 Citrix Cloud Connector

CTX-VDA Citrix XenApp Golden
Image

Citrix.com| Deployment Guide | Citrix Cloud XenApp XenDesktop Service on Oracle Cloud Infrastructure
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1.  Create two virtual
machines from OCI
console for Cloud
Connectors installation

Launch Instance

Launching an Instance will take several minutes. You'll need to wait another minute for the OS
to boot before you can Remote Desktop to the Instance.

Traffic on this Instance is controlled by its firewall rules in addition to the selected Subnet's

Security Lists.

If the image, Virtual Cloud Network, or Subnet is in a different Compartment than the Instance,
click here to enable Compartment selection for those resources.

NAME
CTX-CC1

AVAILABILITY DOMAIN
floz:US-ASHBURN-AD-2

IMAGE SOURCE

(O ORACLE-PROVIDED OSIMAGE  GUSTOM IMAGE  BOOT VOLUME ' IMAGE OCID

IMAGE OPERATING SYSTEM
Windows Server 2012 R2 Standard
The image wil be booted using native mode.
SHAPE TYPE
(O VIRTUAL MACHINE  BARE METAL MACHINE
SHAPE
VM.Standard1.2
Shape compativilty based on selected operating syste.
IMAGE BUILD

2018.02.01-0 (latest)

BOOT VOLUME SIZE (N GB)

Selected image's default boot volume size: 256.0 GB
CUSTOM BOOT VOLUME SIZE

VIRTUAL GLOUD NETWORK

ven20180117061807

2.  Disable the IE Sec
feature if enabled on
the connector. Click Ok

3.  Changed the preferred
DNS server to be the
Active Directory DNS
Server.

Administrators:

More about Internet Explorer Enhanced Security Configuration

help cancel

Launch Instance

help gancel

Launching an Instance will take several minutes. You'll need to wait another minute for the OS.

0 boot before you can Remote Desktop to the Instance.

Traffic on this Instance is controlled by its firewall rules in addition to the selected Subnet's

‘Security Lists.

NAME

If the image, Virtual Cloud Network, or Subnet is in a different Compartment than the Instance,
click here to enable Compartment selection for those resources.

CTX-CC2

N AVAILABILITY DOMAIN
floz:US-ASHBURN-AD-2

IMAGE SOURCE

(O ORAGLE-PROVIDED 0S IMAGE  GUSTOM IMAGE

IMAGE OPERATING SYSTEM
Windows Server 2012 R2 Standard

The image wil be booted using native mode.
SHAPETYPE
(O VIRTUAL MAGHINE ' BARE METAL MAGHINE
SHAPE

~ VM .Standard1.2
‘Shape compatibity based on selected operating system.
IMAGE BUILD

¢ 2018.02.01-0 (latest)

BOOT VOLUME SIZE (IN GB)

BOOT VOLUME

‘Selected image's default boot volume size: 256.0 GB

GUSTOM BOOT VOLUME SIZE
VIRTUAL GLOUD NETWORK.

“ vcn20180117061807

IMAGE 0CID

Foloase Notes

Internet Explorer Enhanced Security Configuration (IE ESC) reduces the
exposure of your server to potential attacks from Web-based content.

Internet Explorer Enhanced Security Configuration is enabled by
default for Administrators and Users groups.

@ () On (Recommended)

W ®of

@ O 0On Recommended)

& @off

General | Alternate Configuration

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your netwark administrator
for the appropriate IP settings.

(o J[ e |

(@) Obtain an IP address automatically

O Use the following IP address:

() Obtain DNS server address automatically

IP address:
Subnet mask:

Default gateway:

(®) Use the following DNS server addresses:

10 .17 .291. 5

Preferred DNS server:

Alternate DNS server:

Validate settings uy exit
Ings upan

[ oc J[ con ]
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4. Join the machines to
the AD domain

5. Login to Citrix Cloud
console:
https://citrix.cloud.com

Navigate to ‘Resource
Locations’

Click ‘+ Resource Location’,
name it and click Save

You can change the name and the membership of this
computer. Changes might affect access to network resources.

Computer name:
(= |

Full computer name:
ccl xaoci local

Member of
® Domain:
|oc:.|oca\ |

O Workgroup:

Citrix Cloud

« Resource Locations

=+ Resource Location C Refresh All
0oCI3
ID
2 +
Cloud Connectors Netscaler Gateway

6.  Under the newly
created resource
location, click ‘+ Cloud
Connectors’

Click on ‘Download’

Add a Cloud Connector

The Connector serves as a channel that authenticates and encrypts all communication between Citrix
Cloud and your resources.

Prerequisite Installation Guide
b=
Deploy Download Refresh

Once the installation is
complete, click Refresh.

Deploy at least wo Windows
Sewver 2012 R2 or Windaws
Server 2016 machines to your
Active Directory.

name and pa

Learn more about the Citrix Cloud Connector

7. Install the Connector.
Login with the Citrix
Cloud Subscription
credentials and
complete the
installation

& Citrix Cloud Connector

Sign into Citrix Cloud to continue

Citrix.com| Deployment Guide | Citrix Cloud XenApp XenDesktop Service on Oracle Cloud Infrastructure

10



https://citrix.cloud.com/

8.  The installation will
begin and takes
approximately 5
minutes. Once the
installation has
finished, the service
connectivity tests are
performed the result
should show test
successful. Click close
to continue.

¢ Citrix Cloud Connector ¥ Citrix Cloud Connectivity Test

Installing...

@

Microsoft Visual C++ 2015 Redistributable

Testing Service Connectivity

This could take a while
Maybe it's time for a coffee break.

¥ Citrix Cloud Connectivity Test

Connectivity Test Successful

Once complete two cloud
connectors should appear
inside the Citrix Cloud
Resource Locations

=  Citrix Cloud

« Cloud Connectors

+ Connector C Refresh All Resource Location | OCI3

cclxaocilocal

cc2.xaocilocal

Step 3. Prepare the XenApp Golden Image VM

Virtual Delivery Agent (VDA) Installation

A Virtual Delivery Agent (VDA) is installed on each VM instance created on OCI that you want to make
available to users. It enables the machine to register with the Citrix Cloud Connector, which in turn allows
the machine and the resources it is hosting to be made available to users. In this release of Citrix Cloud
with OCI there is no MCS provisioning integrated. Manual provisioning is required.

http://docs.citrix.com/en-us/citrix-cloud/xenapp-and-xendesktop-service/configure-vdas.html

Citrix.com| Deployment Guide | Citrix Cloud XenApp XenDesktop Service on Oracle Cloud Infrastructure
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Instructions
From Oracle Cloud Infrastructure console, create a

instance with proper availability domain, virtual cloud
network and subnet.

Launch Instance

Launching an Instance will

Visual
help cancel

take several minutes. You'll need to wait ancther minute for the OS

to boot before you can Remote Desktop to the Instance.

Traffic on this Instance is controlled by its firewall rules in addition to the selected Subnet's

Security Lists.

If the image, Virtual Cloud Network, or Subnet is in a different Compartment than the Instance,
click here to enable Compartment selection for those resources.

NAME
vda01-xaoci-ad2

AVAILABILITY DOMAIN
floz:US-ASHBURN-AD-1

IMAGE SOURGE

(O ORACLE-PROVIDED OS IMAGE  CUSTOMIMAGE | BOOT VOLUME ' IMAGE OCID

IMAGE OPERATING SYSTEM

Windows Server 2012 R2 Standard ¢

‘The image will be booted using native mode.

SHAPE TYPE

(O VIRTUAL MAGHINE ' BARE METAL MAGHINE

SHAPE

VM.Standard1.2

‘Shape compatibiity based on selectad operating system.

IMAGE BUILD

2018.02.01-0 (latest)

BOOT VOLUME SIZE (N GB)

Release Notes

Selected image's default boot volume size: 256.0 GB

GUSTOM BOOT VOLUME Si

VIRTUAL CLOUD NETWORK

ven20180117061807

From the Citrix Cloud page click on XenApp and
XenDesktop Service. Then click Downloads

izE

Download the VDA to the XenApp instance (virtual
machine created above) in OCI

Downloads
Virtal Delvary Agent [VDR)

5 4 240 1 TS ST o WP A0S O ThE Ut I s e MAEIes 10 FegEar e

A new web page will appear redirecting you to
download the VDA. Choose Server OS VDA

XenApp and

Release Date: jul 14,

Jump to Downlead

XenDesklop Service

XenApp and XenDesktop Service

07

v

(Gerver s virtual

Delivery Agent 7.141 )

Jul 14,2017
264 M - [exe)

Product Documentation 22

The virtual Delivery

Agent (VDA) enables connections 1o applications and desktops. The VDA is installed on the machine that nins

the applications of wirtual desktops for the user, It enables the Machines to register with Dellvery Controliers and manage the

Knowledge Center 2
Support Forums &

More_ @

High Definition eXperience (HDX) coNnection 1o a user device

© View Checksums and Documentation

Right click the installer and chose Run as
Administrator. Select create a master image and click
next.

XenDesktop 7.15 LTSR Environment

Emvcomment =
Com Componnts

Tt
Adétions Components

© Creme  Maser bnage
Delvery Comtroler Select this option if you use Machine Crestion Services or Provisioning Services to
Feaures oo s rn s mster Bk
Firewall Enable connections 1o 8 server machine

Seect thi opio 1o nstall he Vil Debvery Agent oo cher 8 physcal sever o8

Summary il mache hat ha been proviGaned itho the VDA
testa
Smart Toos
Fiish

oo | [ o
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Uncheck the Citrix Receiver agent and then click Next

XenDesktop 7.15 LTSR.
Core Components
Adisonsl Companents
Deivery Controter
Features
Frewst
Summaey
sl
SmartTools

Finish

Core Components

Location: CAProgram Fies\Citrx [ Change |

Vietual Defvery Agent (Required)

Back Next Cancel

Uncheck the components for App-V VDA and App
Disk then click Next

XenDeskiop 7.15 LTSR

Oelvery Controter
Festures

Firewst

Summary

ostall

Smant Tooks

Finsh

Additional Components
& Component Gelectah)

Back = Carcel

Select Do it manually. Enter in the FQDN of two cloud
connections. Click Next

XenDesktop 7.15 LTSR

Delivery Controber

Configuraton

How g0 you wa

the lecations of your Delivery Controters

Do & marually -

v clasocioc £

Note: Entry of imvalel special characters wil be ignores.
Note: Any Group Bolies that specity Delnery Controlle locations wil override settings
proveded here

| N o

Select Optimize performance and click Next.

XenDesktop 7.15 LTSR

TR SR G S

Summary
sl
SmartTools
Finan

Firowall

The detault ports are listed below

Controfier Communicatons

w1
Ms4TCP
2590 7CP
8008 TCP
1494 UDP
2598 UOP

Confiqure frewall rules:

Select this option if you are not using Windows Firewal o # you want 15 create the nes

e =
Select Automatically and click Next to configure
3 ) Neneskiop 7SR Firewa
firewall rules automatically. ? Y i o e
Soast S
et o
Summary 1494 UDP
i oo
i

Confiqure fewall vl

® Automatcsty

omticallycreate the rles i the Windows Fiewsl The e wl be

o (e
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Click Install to start installation and it will take
approximately 5 minutes.

XenDesktop 715 LT5R Summary

© Restar requred

Instaabon directory

ChProgram Fes\Cas

Brerecuistes

4R C RS

Summary
st
Sman Tooks
Foah

v | | e

Select | do not want to participate in Call Home and
click Next. XenDesktop 7.15 LTSR ‘Smart Tooks

Securely ute Ca Home, now part of Gt Smart Tool, 10 mondtar your deploymant for common

problems:

4L Lt s

e "
rw.com/iegai’ nd the Catrx Pryacy Pokcy st hitp:

Click Finish. The VM will restart since the Restart
machine box is checked by default.

XenDeskiop 7.15 LTSR Finish Installation

The inatallation completed woxcomully v Succem

P A S S Y

Fost Insall
+ Component niialazstcn witistaed

@ sestart machre

Step 4: Create a Machine Catalog

The next step constructs a machine catalog that will contain machines generated from a master image.
The virtual hard disk (VHD) for the OCI VM containing the XenApp golden image is used as the master
software image. In this early release of Citrix Cloud with Oracle Cloud Infrastructure, Citrix Machine
Creation Services (MCS), power management, and Oracle Cloud as a hosting connection are not available,
however manual connections can still be made. In order to make connections to an instance in OCl, an
out-of-band connection is available that allows for machine to be connected to in OCI using Citrix Cloud
and NetScaler Gateway Service for secure access to the XenApp sessions. The process below shows how
to create and out-of-band machine catalog to an instance in OCI.

Citrix.com| Deployment Guide | Citrix Cloud XenApp XenDesktop Service on Oracle Cloud Infrastructure
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XenApp and XenDesktop Service on Citrix Cloud
Login to Citrix Cloud console: https://citrix.cloud.com

Select the appropriate ‘Customer’ you have subscribed
to

Click on the hamburger menu. Click on XenApp and
XenDesktop Service then click on Manage Service
Creation.

X Citrix Cloud XenApp and XenDesktop Service

Home itor
My Services

XenApp and XenDesktop Service

+ | Macnine type
Server OS (Virtual)
User data: Discard

Library Server OS (Virtual)

User data: Discard

Smart Tools

Server OS (Virtual)
User data: Discard
Server OS (Virtual)
User data: Discard

Identity and Access Management

Resource Locations

Workspace Configuration

Support Tickets

Notifications

Click manage

In the Studio console click Create Machine Catalog.

Overview

8 Delvery Groups
A Appications.
[ Pobies
48 Configuntion
= Hosting
D Storebront
B AppONA
@ Zones

[VEVERT Monitor

Actions
Machine Catalogs. A
[& Creste Machne Catais |

W £t Machine Catalog
M§ Manage AD Accounts

The Studio window will appear. Click Next.

Studio Introduction

- i rages or phy

Operating System
Macrine Maragement
Master image

Virtual Machines

Computer Accounts pewer manage wtal

Domain Credentisls
2nd managing machines [such a3 Machine Creston

Summary padn o

. xcuchng the Master Image. computer sccounts, and

onguation

Don't show this sgsin
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In the Operating System section select Server OS for
deploying a XenApp Catalog. Click Next.

Studio Operating System

Select an operating system for this Machine Catalog.
‘ ® Server 05

¥ Introduction The Server OS Machine Catalog provides hosted shared desktops for a large-scale

deployment of standardized Windows Server OS or Linux OS machines.

Operating System
Desktop OS
hine M:
Machine Management ‘ The Desktop OS Machine Catalog provides VDI desktops ideal for a variety of different
Master Image users.
Virtual Machines Remote PC Access
The Remote PC Access Machine Catalog provides users with remote access to their
Computer Accounts physical office desktops, allowing them to work at any time.
Domain Credentials
Summary

E=N

In the Machine Management screen select Machines
that are not power managed. Select another service or
technology. Click Next

Studio Machine Management
This Machine Catalog will use:
Machines that are power managed (for example, virtual machines or blade PCs)
et o I (® Machines that are not power managed (for example, physical machines) I
+ Operating System
Machine Management Deploy machines using:
Machines ‘ Citrix Machine Creation Services (MCS)
Summary MCS i not available when using physical hardware.
Citrix Provisioning Services (PVS)
@ Another service or technology
Iam not using Citrix technology to manage my machines. | have existing machines
already prepared.
Note: For Linux OS machines, consult the administrator documentation for guidance.
Locate the machine on which VDA is installed on in
Active Directory by searching in Add Computers. Click
N 2 Machines
Ok. Click Next Studio
_.
¥ lntroduction
¥ Operating System Select this object type:
¥ Machine Managemer} [Compums ] Object Types..
Machines From this location:
Summary

[Entire Directory ][ Locations... |

Enter the object names to select:

(asvencea. | KT [ concel | J

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

Citrix.com| Deployment Guide | Citrix Cloud XenApp XenDesktop Service on Oracle Cloud Infrastructure
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Studio (i
Import or add machine accounts:
Computer AD account 3]

+ Introduction
s © XAOCIVDAO2-XAOCHAD1S

¥ Operating Systen
+ Machine Management
Machines
Summary

Zone:

@ Select the minimum functional level for this
aatalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups

that reference this machine catalog. Leam more

Enter a description for the Catalog then click Finish

Studio Summbey

Machine type: Server 05 ‘
o troticton Machine management: Physical |
Ot Syt Provisioning method: Another service or technology

Number of machines added: 1
¥ Machine Management

. VDA version: 7.9 (or newer)
+ Machines
| Scopes:
Summary Zone: oci3

Machine Catalog name:
| XA on OC1 Out of Band

Machine Catalog description for administrators: (Options!)
[ o0 01 Out of Band ]

To complete the deployment, assign this Machine Catalog to a Defivery Group by selecting
Delivery Groups and then Create or Edit a Delivery Group.

W Creste Machine Cotslog

Bk Dcete Machine Catiog
o Rename Machine Cotaog
B

Citrix.com| Deployment Guide | Citrix Cloud XenApp XenDesktop Service on Oracle Cloud Infrastructure

17



Step 5: Create a Delivery Group

The next step uses Citrix Studio to create a Delivery Group for the XenApp deployment.

instructions Visual

In the Studio console right click on Delivery Groups.
Click Create Delivery group. Click Next.

[YELENI  Monitor
Fibe Action View Help
«o nr B8(m

B Gt Studeo (clouddate)
O Sewch

App Server 3

GC1 Delvery Group

Studio

Introduction

Machines

Machine allocation

Users

Applications

Desktop Assignment Rules
Summary

Select the new catalog created called XenApp on OCI.
Click Next.

Studio

+ Introduction ‘
Machines
Machine allocation
Users
Applications
Desktop Assignment Rules
Summary

Sarver 05 Managed by C

Server 05 Managed by Citrx Cloud

(] Don't show this again

Totak 2 Total 2 [}
Unregisten  Disconnecte.

Clowd

Totak 4 Totak0 [
Unregisten  Discannecte..

Getting started with Delivery Groups

Delivery Groups are collections of desktops and applications that are created from
Machine Catalogs. Create Delivery Groups for specific teams, departments, or types of
users, and base them on either a desktop or a server operating system.

Make sure you have enough machines available in a suitable Catalog to create the Delivery
Groups that you need.

Machines

Select a Machine Catalog.
Catalog Type | Machines
App Server 3 RDS MCS Random 1

O XA onOCI Out of Band

RDS Manual Random
XA on OCl Out of Band

Choose the number of machines for this Delivery Group:
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In the Users section select Leave user management to
Citrix Cloud. Click Next.

At the applications screen Click Next.

Studio e
Specify who can use the applications and desktops in this Delivery Group. You can assign users
and user groups who log on with valid credentials. Alternatively or additionally, you can enable
‘access for unauthenticated users.
¥ Introduction
® Leave user management to Citrix Cloud. This makes the Delivery Group available as a Library
¥ Machines i s
ing you can assign to users.
Users ) Allow any authenticated users to use this Delivery Group.
Applications 1 ) Restrict use of this Delivery Group to the following users:
Desktops
Summary Add users and groups
Add. Remove
[ Give access to unauthenticated (anonymous) users; no credentials are required to access
StoreFront
This feature requires a StoreFront store for unauthenticated users.
(] Sessions must launch in a user's home zone, if configured.
Studio Brpictone

To add applications, click "Add" and choose a source. Then select applications from that source.
You can optionally place new applications in a non-default folder and change application

¥ Introduction properties.

¥ Machines

¥ Users ‘ Add applications
Applications
—— 1

Place the new applications in folder:
/@ Applications\

(oo ) O (o)

Add available applications from Start Menu of VDA
VM

Choose from the following discovered applications that were found on one of the
machines that will host the application.

L] | Name +|

| [ Access 2016 -
[+] Administrative Tools

[ caleulator

&P Character Map

@ Citrix Receiver

¥ Command Prompt

# # Database Compare 2016

[ Default Programs

[ Defragment and Optimize Drives

% Disk Cleanup

| O

IDD DD DE

T

(] Excel 2016
[ &, iSCSl Initiator 5
0 of 54 applications selected
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Studio Applications

To add applications, click "Add" and choose a source. Then select applications from that source.
You can optionally place new applications in a non-default folder and change application

¥ Introduction Pope
+ Machines Name |
 Users 1 B Command Prompt
Aopl @) excel 2016
% | (@ PowerPoint 2016
m
mary @) Word 2016
Remove || Properties
Place the new applications in folder:
(@ Applications\
[crange- |

In the Delivery Group Name enter XenApp on OCI. T GesepsweyGow |
Click Finish.

Studio Smoary
Machine Catalog: XA on OCI Out of Band |
¥ Introduction Machine type: Server 05
el Allocation type: Random
Machines added: XAOCI\VDAO2-XAOCI-AD!
+ Users 1unassigned
v Applications J Users: Managed by Citrix Cloud
Summary Applications to add: Command Prompt, Excel 2016, PowerPoint 2016, |

Folder for new applications:  Applications\Out of Band\

‘ Word 2016 ‘
Launch in user's home zone:  No

Delivery Group name:
[Xa'on OCI Out of Band ]

Display name:
[ on OCI OUt of Band |

Delivery Group description, used as label in Receiver (optional):

| —
(o ) I (e

The Delivery Group will be created. c”"fﬁi"’-"a?"’
Studio Sy
<]

Machine Catalog: XA on OCI Out of Band

+ Introduction Machine type: Server OS

Mt Allocation type: Random
Machines added: XAOCI\VDA02-XAOCI-AD1

« Users

v Applications

Summary

Creating Delivery Group...
[ ———]

Creating Application ‘PowerPoint 2016'

| XA on OCI Out of Band

Display name:
[xa'on OCI OUY of Band

Delivery Group description, used as label in Receiver (optional):

[

e N (o)

Step 6: Securely accessing OCl using NetScaler Gateway Service
Once the Citrix Cloud connectors, Machine Catalogs, and Delivery groups are created the base XenApp

instance can be remotely accessed. In order to assign the correct subscribers to the instance appropriate
permission need to be applied using the Citrix Cloud Library.
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instructions
From the hamburger menu click on Library

Visual

X Citrix Cloud

Home

My Services

Library

Identity and Access Management

Resource Locations

Workspace Configuration

Support Tickets

Notifications

1 Subscribers

Select the XenApp published resource in the Library
then click on the ... then click manage subscribers

XA on OCI Out of
Band (Desktops)

0 Subscribers

=md XAonC™—~ ~ °
W0 gang(p  Menage Subscribers

0 Subscribers

v v
Enter in the name of the user or group to publish the Manage subscribers for | XA on OCI Out of Band (Applications) X
desktop to
Step 1: Choose a domain Step 2: Choose a group or user
xaocilocal v || demo X
1 subscriber(s) 1 Subscriber(s) Added
O Type Subscriber Status.
Account Name:demo
Display Name: Demo OPC Sl @
Domain: xaoci.local

UPN: demo@xaoci.local

Citrix.com| Deployment Guide | Citrix Cloud XenApp XenDesktop Service on Oracle Cloud Infrastructure

21




The resource should now be published.

Login to the Storefront URL, which is secure with
NetScaler Gateway Service, with the created AD
credentials and launch the XenApp or XenDesktop
session

cirrix
Workspace

The XenApp on OCl instance is now available for user
to login to

Apps
s

Command Prompt

M3 XA on OCl Out of
® @ Band (Applications)

1 Subscribers

@ ©E

Encel 2016 FowerPoint 2018 Want 206

Learn more

For more information about deploying XenApp on Oracle Cloud Infrastructure, see also these resources.

Resource

URL
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Resource URL

Citrix.com| Deployment Guide | Citrix Cloud XenApp XenDesktop Service on Oracle Cloud Infrastructure
23



Revision and Signoff Sheet

Change Record

Date

Author

Version

Change Reference

CITRIX

Enterprise Sales
North America | 800-424-8749
Worldwide | +1 408-790-8000

Locations
Corporate Headquarters | 851 Cypress Creek Road Fort Lauderdale, FL 33309 United States
Silicon Valley | 4988 Great America Parkway Santa Clara, CA 95054 United States

Copyright© 2018 Inc. All rights reserved. Citrix, the Citrix logo, and other marks appearing herein are
property of
Citrix Systems, Inc. and/or one or more of its subsidiaries, and may be registered with the U.S. Patent and

Citrix.com | Deployment Guide | Citrix Cloud XenApp XenDesktop Service on Oracle Cloud Infrastructure

24



